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(54) PRINT RESTRICTING METHOD OF ELECTRONICALLY TRANSMITTED INFORMATION AND DOCUMENT 
WITH PRINT RESTRICTION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent further electronic distribution as 
electronically distributing information. 

SOLUTION: Print restriction of a source document (1 1) is executed. The 
source document (11) is encrypted and an encoded document (15) is 
generated. The encoded document (15) is combined with a program 
object (16) and a document (18) with print restriction is formed. The 
document (18) with print restriction is received by a user. When the user 
executes the document (18) with print restriction, the program object 
(16) executed. The program object (16) monitors decoding of the 
encoded document (15) and print of the source document (1 1) on a 
printer (41). 
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( c ) a— f&wifcwimmttzxsz&m r z xf-* 
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a * y*/ * h & . fu IfiBf #{bX«Ofi?SEfc J; rf <) > 

tf. 

±-c©mrie^f- v 7* (d) w. 
(d. 1 ). -r>* h-*WWf-tffli»r, flMBv-*£ 

r. 

( d . 2 ) iriey - * £»©Efls?ijf* aj£itt2 l /- c ±r . 
mile 7" > ^±-ciMie v - xxsstEpjsij o . wm&tcT 

MI2EPBiJSlJpg^#X»^^f 6 If ?7. 7- v y" 
i. £#t?. l fa*S©3fS:„ 

i-CCDfTfex-r-yy' (d) «. 
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(d. 2) H>ifev-xX«(DEniBiJi*nI^5ai2Lfc±r. 
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y'i. £^tr. f»3?]f 1 taiS©;fr£. 
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[f8#JI 5 ] tiFfa* f^(c) «. 

(c. Dmia^-w fgs!*-£S{iu ^mrie^. 
— <f fc«fc SBusev-x^wEfiisiitii^joBSAtcicr^L 

x-r^y^t?. l iats©#&., 

=J> t'j-f-f ^i-'Xr-AirtDUffifHC. mffaBg-^ 
{ fc£S©JB^fc J: if 7 ') > £±©B«§a v - xX»©En»J 
10 ^IfltS^D^At^x^f-i, SrfltxS. BUM 

£5tt§u Huiay-^s^oEnsiJi^^stiSb/tir. 
ButaBt-^f b3t»5rS?^ L/ . mtia y >; > ^±-CHuia y - x 
^•^EnraL.. miiay'py^A^-y^i^ (-©epsij^ 

6 iatg©EnsiitiJKW*3t»o 
Cit*s8] Miaypi'^A^-y^ii' k«, 
20 h-jn^gij^ffliir, mriay-^3t#?:EriBiJTSf*Dj 
£Kbu h^aL>rB«ia^>x h-ju^ 

s«^?rS:*^«^ic l r . fr'ta y - x mri a y 
^^irEPBij-rsitDiA^s^s^^st-^. it* 

m 6 IStt®EP9jMH!tt*:K«. 

[|«*J19] Btrfay'p^^A^-y^x^ h«. -r>x 

tay'p y^y Amn snt us ^ > t-^ - 

ffieyp^-7A*y^x^ h*sntfsnrc^n>b- ; x 
30 -tv>^fA*i. mfiay-xxioEnBii^JltfT 
af*^WLri,^^5*^^T^cir t wriay- 
xx*^EnBiiT s«f oj^siigr s , m&m 6 lets^Enw 

[ifjfcJi i o ] futay'P V"? Axf-y^i d7 kj, tuia 

*-(*. miiey - *-xm* tvmn *»m©hi acci&s l 
r^ftsn^. M*«6ie»©Ep©jiiHj|sgtt#;£». 
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-r*£. ^p^7A*yyij' h7^itf$ns. y*ny 

[o oo 7 ] stWHfttcfeo-c. -r>xr- 

)\sWM=f- (installation identifier) £fflt->r. V — 

xtcts^^nrt^tsiRicJtLr^i ? ^rs. 

t&gB, i^#Bilg3n£#>57WCOt>r©^£y"CJ 

A* 7*y x * KcftoH-Ti. 
[0 0 0 8 ]*5i,>tt, ^ >x h -;H&SiH4*. 7*ay 
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tcibic. ^D^At^xi' h#n?r$*ir«,>s:3> 

5. G?S©fc#XC. >X r -;HaSiJ+B. 
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•srEpra-rstifjSriitA-r*. *^fw©saiusB.««: 

[0010] *mi<D— J8»BJHMc*jt»T. EP©J#5£7 
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[0 0 1 1 ] #«!H©Bfl©3aiJB««:fe(,>T % y-*:fc 
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20 [00 1 4] EPWIWR«*3»B. 7"D^A:7 7-OU 
F«3tcttASn-5.. ^-vt;b3>f a -$ (PC) ± 
r. Ep»j|5g##X»*5. /•c:£^B5^tfpJjnyT'(jur 
exey r-(;i'£urie(i3n-5. EPgiJ*lJIS^t 
S»rt©V-^S»B. SUI!gEP)5i]3tS^ftgT5C£ 
r. v-^3»*saccaimr*J5i:i,»J:^(c/fll#fbS 

[ 0 0 1 5 ] H 1 «. Bl«WH«*i» 1 8 ©fltli*^ 

rsw&s*i4. fciitK. y-^^»i ib, ffimtt 

30 SSM'^-Jl' (fciX[f, Microsoft Corporation^ 
6 Tfrflg 3 nrc ^Microsoft Word, Adobe Systems, In 
c.#>67UBil3txrc>i£>Adobe Photoshop, Quark Express 

sfcBmss3nrc^^< ©7^^-^3>©no 

#J©4>©) ^rffl^rfPfiS^ti. fc£^.B. Adobe System 
s, Inc.ttJ;*) tifc, T Kf^-3fyjUK*^^ 
h (PDF : Adobe Portable Document 

Format) 3?©*as:«gi*y * --7 ^ hrts,^?n^ 0 
hrts^or^J:^. 

40 [0016] y-^^#l 1 B, Bg^{by-JH 4?:ffl 
^rsg^tsns. /c£xB. Bf#{fcy-;n 4B. ^ 
-^Bg-^fb^rtl (DES) SfcBSII&f 5 -* Bf-^ftT^ 
3"UXA ( I DEA) t^-^^-X 1 2 (C 

B. Bg#{Cffl^6tl5B§^b*- 1 3 £y-x^«i 1 
£©Bfl»A5tS^Sn-5. H^t'J-JbUB, Bg#fb* 
Si 5 2>. 
[0 0 17] T'O^A^Vd-y (linker/loade 
r) 17tt. Bf^ffcXSl 54^B^7U^*f h 

1 6 £ y > ^ 3 -&r . En©j*ijPKM*xs 1 8 &±m? 

50 S. T'a^A^-^xi' h 1 6«. fc£x.B, x>K 
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r-;k mm. isJzZ/WBIZ'rt 1 r. ob j j v 7 4 >i> 
Microsoft Visual C++ 6 .0^fc(,>-CfiJffl'5Jfcg&&<D?|CD 

[ 0 0 1 8 ] H2K. a— !f (BSA#. tc 

jItRT-5. a— tftt. Sftt^f 1 - 2-^-X 2 

i^e.En©j*iJPg^#5:«i 8?rjM^-rs„ jl— <f«. ^ 

x:/:/7^1f2 9rt©ffi^©i£flt£ffi<,>-C. EPHSUIEtt 

#;£»i 8£#^>ci- h'-rs. Ensij$iJis^t3i:#i 8 

rt^SnS. f-^'<-X2 3^<DI¥«B2 7 

CD-f >X r-JH2»2 4£?t 5„ -IO-f>Xh-^ 
S'JT-2 6«. &M2 7 <i*lC7 r -£^-X2 3tCl2ii3 
— S (unique) <ZM>X r -;H^IJ+- 2 6 (*S 

fc. jl— tftciUfisn. ccr. -ox r-;n&§"r?2 

6 #l«HMtti*2i:# 1 8 iSK 3.— tft&ffti 'J 7 3 0 
[0019] -OX h-i7iT». Jt— {f{C«fc 

, 3^S6r^fbrtcfc< . */c«^ J :7 r -/7'5-tf2 9K: 

*5tt-5>M I ME (multipurpose Internet Mail Extensi 
ons) Z -/^l/Tjf-^n- KSft&PgHc. SSSift 

T*>J:t,>„ M I ME N7»t-f>^ r-Jl/£gSfr 

m i me £ -< <o mqztizemmmtt 

[ 0 0 2 0 ] 0 3 «, EflRIM|Rtt»&* 1 8 ©EPPJlifiJ 
(DMA&fntffiV&T'n v ^t*5„ ISA*, a— !f 

/c £ X 3 5 u r £ C t ifi r # s 

[0 0 2 l ] iAKK*-7'atx3 4*»ot. -O 

itttiZt, &?l£*-3 3tt, -O*-* y r 2 2£S 
OTJ.-lffCfeiiSn. -f>; r--;H^'J^2 6 tEPBJ 
i|HjlEtti*;£»l 8i*(ClEtfM3 0{CtSS«i5n?,. 
[0022]i4«, EnJ5fJ^JKS^#3tS 1 8 £ep©jt s 
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h (fc£^.(f. . o b j 7rW;U) £^tf. a— «f#En 
WWHWt#3t» 1 8 fcj^Tf £ i . EPWJI!g^t#X»rt 
frhttmSW&Zr? 4 71/ H4 9 (ya^^At^i 
2 h©^f^'-i/3>) #||*T£ft£o &e>i<>>-2>EflfiJ£ 
tf-5mi«C. emiUm^'y^T^ r 4 9&J. — rgCD-OX 
h-;^!)^ 2 6^fflC^r> -OX h-JKDW^ltt*^ 
Cn«. fcix.«. — IO-f>XF-^g! 
10 8*?-2 6*-0*-*? r 2 2£jiL--Cffi«:gr-^-0 

:b*l3„ -OX h-;HI6SiJ^v^5 1 >^4 2#?f*>n 
T. ^ttSTS-OX h--»H^l|^f r -d»-<-X3 1 (C 

r=f- (co)j itcitt r y — rf- (no go) j &7nT 

r=f— j j z&mu tcm&c EpjBijftHM^ 

-CT>h4 9«. ^g!+-3 3*ffl^T. EnPS«JRBW* 
SSI 8 ©^-^3 >7 i > , 7*IBEl, v-^3t#l 1 

20 £isim-rs„ -e-ur. tmwm.tvAT^ n 4 9«, v 

-e-tKCHXOttWfctlfc^y >*4 l±TEP)BiJ-r-5„ 
[ 0 0 2 3 3 0 5 tt. EP©J$lJ|!gff ^rSS 1 8 ^tEPPJ-T -5 

Si l^EPPJUfc^. WmUmtvJT^ h4 9«. ^ 

—*rifiv-x%m i i ©ajf&n t-aswaistifcc i 

30 *isi*. ^.-if^eoA^or. 

EnnmR ^ r > h 4 9 k j: r ^ l r «t t ^ 

[0 024]^f 1 1 (Dm**? V-&WfflZ*ltct ^ 

4 2*itft>n-C, 1 GC&lflSJrC^-Sfcf 

lS-rS^>X h-AiM?*JSotf*. SffEPJ9j3f- 
^■^> h7'atx4 3A^f*5nr. Eppj^tf fetifcc i 
£-r- *-^-x 3 i rtr^-r. 

[0 0 2 5 ] JL-tf*sv-XXS 1 1 ©EPJgiJ^n/ct,© 

40 zitmrz (*^c^«, emfflm??j7i' H4 9#m 

ftfV-xXfl l*s?ffiS(D^<<J:-5(cEPSfJ2n/ciyi 

s-rs) i. mfflfflmzuTi' h4 9«. $p>^^En 

/cixli. S»ffi?«7-n-feX3 7*s, EPTOSg 
8te«ty»-3 3 41«tS. 

\r-7-4 l/VlsTsT- AKfScr. 3tfi8-7"n-b^3 7 
«. EPBIWKBff**»7T-r;H 8. h-;l/S|SiJ 
^2 6, £tcteMm d r--3 3<D&M<Dji&fr<&tt$:l&i£ 

50 tscims. 
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«l 1 ©EP»l©tJBE#. *^=fc«9/h$Aj:-fei7^3>rtf 
*>ft£„ a— !f*^-fe^->3 >©EnMaj**S¥S3 8 T 

/c-fe*~>3>£$t£-r£. 

[0027] -fe^> 3 >©EP)pj#2cflfc-r£*§£. -?•©-£ 

i5"> a > # 3 ft £ . -fe * f 3 XDflEPSlJODfS! 
«. tSUfBSftS,, ^-1fd5-r^r<DH2i7^3>5:l J FgT 

1 8 fcJ:J>'ft?K^- 3 3 £ffM-r*. 

[0028] *»«©-iasjgaB{cot»r±iasLfc*». 
iss&fcB&K. fct, > r . eprib$cc . 4 > * - * ? H&tt 

•te+jt 'J f- -t <Di§ i &< / Cffix.tci><DV& 9 . *^En)@iJ3 ft 

r c^tf tt&ii{ftg#ss&fcji&-r * c 4 * ojuBtc-r 
[o 02 9 ] Rwvmm&micio^x: . tct^t. 

3ft?c-f>* h-^WJW*5M»-*. a— tfW. «R 
*-3 3£8iAL/c±-C. *7 7 ^ttKCEnWT-SC 4 

[0 03 0 ] 'S9©«»©IOS»««:4BC»-C. EPBMHIIBtt 

#x« i 8 «. emmmttzjcw 1 8 oemmmmA 
ztxtc&tv, m&mw r>>p- k 
Sft^c^. En©JS'ji?sff#3S:#i 8©En©iffl^B»A$ft 
£ 4 . En»j$ijpgft#^« i 8 io^umm* -33 om-n 

[0 03 1] 31'ffSftSi. E0WIWHR^7-fr> r 4 9 
«. En©J*lJK##^# 1 8©f*-*»#*«RO-C. V 

8^iffii. y-«f i8?:7-';>$4 i 
V-X3tf l 8 (DWfflWgmBk 

<i7ifcciis, siissft (epfflmmf^jTyh 4 
9cc«fc-9rtft>ft*Ka«:j:0. ^StHia-if^e.© 
7 * - K>< » *(CJ: 0 ) . En»]|5gi7 7-{7>l-49 
«. *3*ffl##«ciS«U &0V«llKtt*£*l 8fcJ: 
J>'J*?1** - 3 3 £®lgl-r 4 . EPBKCfc W * * 6 0 £ x -5 
-«. tt##£a-1f©m©S6***HSec < *oT®a 
3ft£. 

[0 0 3 2 3 *»M©3 6{CSU©IBSS^««:*jt>-r. M 
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RBtt - 3 3 » . iStsSlg 3 0 CCgji 3 ft 5 # . 

EPWIWIRtt*:fc» 1 8 tt. ettSKB3 0 tc^iMS fttt 

3 3 5:*iJfflLr. V-X3tSl 1 ^BSisL-. V-*>W 
HS^D h=J;U (HTTP) «M. SSL 
(Secure Socket Layer) 'j > £ 4 1 tC 

fWD->rft=ffl-rSflt J f-^-iUd'5-/T>h*^rb"r. it 
«»«#©£* r#>67*'J>£4 
EPJgWfiJciTJTSi. ««*CCiI»iSft4. EPJMMSttL 
10 &*>ofc«te«c«. 5f©f8J-C3 6>&:S*tiS 

WStiS. /c4^.tf. C©J§^. (^+-3 3(3:, 
a— Wv-^Xf l hc— S/cWT^-fex-ct-SJcS 
(Ct5. a^t©EnBHn f-75i^*$ftSli^. 3 6<cS 

[0 03 3] ±E»98tt. *»W©«*W«c^a*J .tCf 
f(BWei»**UcHJ>*U 3*9!Ofc6©K:-rfftt(.>. SI* 
#(ctiS^3ftSJ:^fc. 2tc|6^«, *^©ffi|$i/c 

20 SfJiLfciCi-C^D, Sltt©f$?rf82S©©Bfc:f2*S3ft 
[Hffl©fSi|ittiftg>§] 

[a i ] *^bj<d»$ L^mm&micxzefifflfflmtt* 
[02 ] *&m<m*. i/t»se»««(cj:saiHiiwiH## 

[0 3 ] *^BJ©»* UC»llit)^S(cJ:^EPffil«llfSMt 
^»©EHBiJ«*'J©ffllA5r^-r©lilS7'n f H"C*S. 
30 [04] 4c»n©l7<OC>||lk^M(cj:«E|inHIHfr« 
^*?:EP)5iJ-rS7-a-feX©ia^5:7nTfSBS7'a 9 

[05] *^bj<dj? £ o C »XfiBtttC <t i ER SWNRtt * 
^*m?Zv'u*X<D%7 ZmTtm-fu v ^0f 

[#-^©^] 
1 1 v-XXl 

1 5 Bf^tSt* 

16 7'cay^A^7'i> 3 : ^ h 

40 1 8 EPHfflllRtt*:** 

22 -f>^-^^h 

2 6 -T>x h-JU^O-?- 

3 1 

3 3 «R+- 

4 1 
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